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Overview

What is threat intelligence and why do I care? 

M-Trends 2025 

Google Threat Horizons Report H1 2025 

Google Threat Intel Zero-Day Exploitation Analysis Report



Threat Intelligence?

Threat intelligence is understanding of an adversary - their motivations, objectives, tactics, 
techniques, and procedures (TTPs)

Threat intelligence teams acquire and analyze information to confirm relevance, accuracy, etc. 

This information is distilled and transformed into threat intelligence products:

● Strategic: High-level analysis on observed trends relevant to the org 
○ E.g., Emerging threat information, geopolitical impacts, risk assessments against specific groups or incidents

● Operational: Behavioural analysis of threat actors based on observed activities  
○ E.g., Threat actor profiles defining TTPs, motivations, and defining attributes

● Tactical: Low-level details from observed threat actor activity
○ E.g., Network and host-based indicators of compromise

These products are consumed by teams within the organization in order to enhance defences 



M-Trends Overview and AI Analysis

M-Trends is Mandiant’s annual report, 
covering trends and observations from 
incident response efforts over the 
previous year

M-Trends 2025: 
https://services.google.com/fh/files/mi
sc/m-trends-2025-en.pdf 

Note: QR codes generated with CyberChef, so GCHQ is probably watching you right now - legal disclaimer: please laugh at this joke

https://services.google.com/fh/files/misc/m-trends-2025-en.pdf
https://services.google.com/fh/files/misc/m-trends-2025-en.pdf


M-Trends Artisan, Human-Collected Highlights



Threat Horizons Overview and AI Analysis

Google releases H1 and H2 ‘Threat 
Horizon’ reports to provide strategic 
insights into threat actor activities and 
observations

H1 2025 Threat Horizons Report:
https://services.google.com/fh/files/mi
sc/threat_horizons_report_h1_2025.pdf 

https://services.google.com/fh/files/misc/threat_horizons_report_h1_2025.pdf
https://services.google.com/fh/files/misc/threat_horizons_report_h1_2025.pdf


Threat Horizons Artisan, Human-Collected Highlights



Zero-Day Overview and AI Analysis

Google’s Threat Intelligence Group 
released a report analyzing 0-day 
exploitation throughout 2024. 

Hello 0-Days My Old Friend:
https://services.google.com/fh/files/mi
sc/2024-zero-day-exploitation-analysis-
en.pdf 

https://services.google.com/fh/files/misc/2024-zero-day-exploitation-analysis-en.pdf
https://services.google.com/fh/files/misc/2024-zero-day-exploitation-analysis-en.pdf
https://services.google.com/fh/files/misc/2024-zero-day-exploitation-analysis-en.pdf


Zero-Day Highlights



Outro

Thanks for attending! 

Next month’s event is June 27th @ 17:45

Want to speak at a future event? Have a question?

talk@winnisec.life 

Skullspace Discord #events

DC204 #events

mailto:talk@winnisec.life

